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Forwarding is our passion. Since 1879. 

 
Update 4 I Ransomware Security Incident at Leschaco on August 21, 2021 
 
 
Dear Valued Customer / Business Partner, 
 
Since Monday, we have been informing you here daily about our work on rebuilding our IT infrastructure 
after the criminal ransomware attack last Saturday. And surely you are waiting just as impatiently as we 
are for the message "The job is done!".  
 
And indeed, we are on track. Looking at being able to resume our electronic order processing system in 
upcoming days. And the most important thing: we are doing this along the highest possible security 
standards.  
 
When repairing our IT systems, our specialists prioritized security over speed. To exclude activation of 
possible malware, all affected parts of our network were disconnected immediately from the Internet 
and IT forensically analysed and - if necessary - cleaned. All passwords were replaced. After the rebuild, 
our IT functions according to the concept of a "confined room", i.e., all connected computers are only 
allowed to exchange data with computers at known IP addresses of our business partners. For 
researching other online sources, dedicated computers are set up that are not connected to our 
business-critical IT. 
 
All these precautions only have one purpose: to ensure the security of communication with our partners. 
Because you can trust us. At any time. We will keep you informed. 
 
You can reach your contact person at Leschaco via e-mail and phone. If you seek real-time information 
about the incident, please visit our website or subscribe to our twitter account. Of course, we will keep 
you informed also via our Leschaco advisories. 
 
 
About Leschaco 
The Leschaco Group is a traditional, owner-managed logistics service provider and offers 
intercontinental logistics solutions for sea and air freight as well as contract logistics and tank container 
operations. 
As a proven partner for leading companies in plant construction and mechanical engineering, 
automotive, chemical and related industries, producers of consumer goods and pharmaceuticals, 
Leschaco offers comprehensive logistics solutions from one single source. Our globally standardised IT–
environment guarantees the required high process transparency. 
 

 
Kind regards 
 

Leschaco (Lexzau, Scharbau GmbH & Co. KG)  
Kap-Horn-Str. 18  |  28237 Bremen, Germany 
 
Disclaimer 
Please note that all information reported in the Customer Advisory is to the best of our knowledge at the time of writing, but we cannot guarantee its correctness or accuracy.  
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